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Windows is the most widely used operating system (OS) in the personal computer world.

For each piece of hardware that's connected to a Windows based computer, somebody somewhere has written a piece of software to make the device work with a computer. This piece of software is called a "Device Driver." One of the most useful features of a well-written device drive is making itself all but invisible to whoever is using the computer. You create a document, send it to your printer, and somehow the document prints. Your device driver takes care of all the little details necessary for the printing operation to occur.

Drivers are one of the three most important broad categories of software in computers. The first is the operating system, the second is whatever applications are installed, including communications, and the third is device drivers. Drivers are important for two reasons. First, your peripherals won't work without them, and second, corrupted or out-of-date device drivers are responsible for most system crashes.

There are other reasons why it's important to keep your device drivers up-to-date. Sometimes a manufacturer will become aware of some kind of defect or glitch in the driver software and issue a fix. You will need it. A different manufacturer may have a driver for its own device that will cause a conflict with an out-of-date driver on your device. Over time, updates for Windows may eventually cause problems with an out-of-date driver.

Proper device driver management is essential to keeping your computer crash proof. If device driver management is unfamiliar territory, please pay attention. You'll be glad you did. Microsoft introduced the concept of Signed Drivers with Windows 2000 and continued with Windows XP. If a device driver is "signed" by Microsoft, it means that the driver has been subjected to meticulous, painstaking, extensive testing to ensure compatibility with your Windows operating system.

Anytime you install a signed driver, Windows checks it by default and also guarantees it has not been altered or changed in any way. If the driver is not signed, Windows alerts you with a strong message that the driver has not passed Microsoft's rigorous certification tests.

Windows will also ask if you want to install the driver anyway, and will do so if you give it permission. Keeping your computer safe from unstable software is always a good idea. Fortunately, changing the Windows default is relatively easy, but you need Administrator privileges.

Right-click the My Computer icon on the desktop, then select Properties. Click the Hardware tab and then the Driver Signing button. Choose Block to let this be the new default, and you're done. Windows will now block any device drivers that it does not recognize as signed.

Not all manufacturers send their drivers to Microsoft for testing. For small firms this can be an expensive proposition. Does this mean you should never install an unsigned driver? No, but you should do some checking of your own to ensure that the company has a good reputation in the industry. Sometimes a new device driver will prove unstable for various reasons. Windows XP has the ability to delete the driver and install a previous version. Open the Device Manager, and double click the drive that's causing problems. Switch to the Driver tab and Roll Back the driver to the previous version.

What we've discussed so far is fine if you're using relatively new equipment, but suppose you're having trouble with something that's old and the manufacturer has gone out of business. Chances are good that the original installation disk is lost or deteriorated to a point where it is no longer useful. There are many other reasons why you could have difficulty finding a device driver, but these are the most common.

In the past, finding the right device driver or firmware was often a tedious, time consuming, and frequently impossible task. Nowadays, we have web sites such as www.driverguide.com to help us. The site has been around since 1997, and has seen many improvements. It has a unique membership base of thousands who collectively compiled a massive database of drivers, firmware, and support documents that is the largest and most comprehensive on the Web.

Recognizing that most people who use computers are not experts, they have devised an easy step-by-step process that will help you find and install drivers. There is an archive of hundreds of thousands of files containing not only drivers, but voluminous information on manufacturers including links to other sites with driver information. Also useful are the discussion boards where you can chat with others who have the same hardware, and learn from their experience.

After you search for a driver and find it, help doesn't stop. The Driver Summary provides you with a rundown of all the information you're likely to need to make the decision about whether or not to download and install the driver. This information is put together from the original manufacturer, plus ratings and comments from those who have previously downloaded and installed the file. It's nice to have everything in one place.

There are many web sites where you can find information about device drivers, but this is one of the best places to use as your starting point. Managing device drivers does not have to be a search in the dark. Use the tools available to you, and your system will be stable and a lot less prone to crash.
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